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1. Llesinn ocBoenus aneunmimol

[ean kypea:

®OCBOEHHC CTYNCHTAMH CETEBLIX H TEJIEKOMMYHHKALHOHHBIX TEXHOJIOTHIA;

*1pHOOpeTEHHE HABBIKOB CAMOCTOSITENIBHOrO H3YYeHHsl OTAENBHBIX TEM AMCLMILIMHBI H
peleHus THIMOBKIX 3a1au;

enpHoOpeTeHHe HaBLIKOB paboTbl B COBPEMEHHBIX HMHTETPHPOBAHHBIX CHCTEMAX
NpOrpaMMHpPOBaHUS JUISl peai3alii CETEBbIX POTOKOJIOB;

¢ yCBOCHHE MOJIyYEHHBIX 3HAHHH CTYAEHTaMH, a TaKke (JOPMHPOBAHHE Y HUX MOTHBALIUH
K caMo00pa3oBaHMIO 3a CUET aKTHBH3ALMH CAMOCTOATENLHOI MO3HABATEAbHON AEATENbHOCTH, a
Taioke  (POPMHPOBAHHE KIIOUYEBBIX 00pa3oBaTeNbHbIX KOMMETEHLHH, Takux Kak yuebHo-
[03HaBaTC/NbHONH, HHPOPMALMOHHOH M COLMALHO-TPYAOBOH, a TakkKe MpodhecCHOHANBHBIX
KOMMETEHIIHH, TAKHX KaK MpPOH3BOACTBEHHO-TEXHOJOrHYECKOH, HAyYHO-HCCIIEN0BATENBCKON H
METOJ0JIOTHYECKOI KOMITETEHIIHIA.

3agauamu Kypea CUHTaIoTCS:

- d)OpMHPOBaHHC MPEACTABJIEHHS O KOHLEMLUAX, TPHHIXUIIAX U MOAENAX, MOJIOXKEHHBIX B

OCHOBY MOCTPOEHHS JIOKAIBHBIX CETEH;

- [IOJTyYeHHe TMpPaKTHYECKON TMOAroToBKM B 0OnacTH BhIOOpa crocobOB ampecauud B
npotokosnax TCP/IP, anropuTMoB MapupyTH3auu#, T[pOTOKONOB (aitnoBoro obmeHa,
3]1€KTPOHHOMN MOYTEI, ANCTAHLIMOHHOrO yNpaBieHus ¥ npuMeHeHns Web-texHonoruil ans 3anau
aBToMaTH3auuu obpaboTku HHdOpMaLMK U ynpaBieHus,

paccMOTPETh HM3KOYPOBHEBBIE H BBICOKOYPOBHEBBIE TMPOrPAMMHBIE TEXHOJIOTHH IS

pa6OTbI B BBIYHUCIIHTCJIBHBIX CCTAX.

2. Mecto ancunnanusi B crpykrype OOTI

Jucunriimia  «OCHOBBI  CETEBBIX TEXHONOTHI» OTHOCHTCS K BapHATHBHON 4acT
0053aTeNbHBIX JUCLMIUIMH B yyeOHOM maHe. JInsg e€ ycnemHoro yCBOEHHS HeOGXOmMMBI
3HaHHs 0230BBIX MOHATHH BBIYMCIHTENLHOH TEXHHKH, PONH CETEH M TENEKOMMYHHKAUMil B
HaYKC M TEXHHKE, YMEHHSI PUMEHSATH BBIMHCITHTENbHYIO TEXHUKY JUIS PELeHUs NPAKTHYECKHX
3a1a4, BJAACHHS  HaBblkamW  paboThl  HA NEPCOHATLHOM  KOMMLIOTEPE M CO3J@HMS
npo()ecCHOHaNbHBIX IPOrPAMMHBIX MPOJYKTOB.

[Iporpamma Oa3upyeTcs Ha AMCUMILIMHAX:

MalIMHHO-OPHEHTHPOBAHHOE TIPOrpaMMHUPOBaHHE,

cxemoTexHuka DBM u cucteMm,



NporpaMMHpOBaHHe,

BBIYHCIIUTEJIbBHBIX MAIlIMH M CUCTEM.

3. Komnerenunn o6yyaiomerocs, opmupyemsie B pe3yJibTaTe 0CBOECHHS
AHMCUHILTHHBI (MoyJis1) «OCHOBBI CETEBBIX TEXHOJIOMHIT»
BrimyckHuk, ocBomBIIMii nporpamMy GakanaBpuara, 1omkeH o6nagaTh npoecCHOHATbHBIMH
KOMIICTCHLHAMH, COOTBETCTBYIOIUMMH BHAY (BHAaM) Npo()eCCHOHANBHON NEATENbHOCTH, Ha
KOTOPBIH (KOTOpBIE) OPHEHTHPOBAHA NPOrpaMMa GakanaBpuara:
00LeKyIbTYPHBIMH KOMIETCHIHAMH:
CHIOCOOHOCTBIO ~ MCIONB30BATh ~ OCHOBHI  MPABOBBIX  3HAHMA B  pasMYHBIX  cdepax
x)usHenearenpHocty (OK-4);
CMIOCOOHOCTBIO K KOMMYHHKAIHH B YCTHOI M THCBMeHHO#H (OpMax Ha pycCKOM H HHOCTPAaHHOM
A3bIKaX MUl pElICHUA 33124 MEXTHYHOCTHOTO U MEXKYJIBTypHOro B3auMoneiictaus (OK-5);
CNOCOOHOCTBIO paboTaTh B KOJUIEKTHBE, TONEPAHTHO BOCTIPHHHMATDH COLMANbHbIE, STHHYECKHE,
KoH(}ecCHOHANBHEIE U KyNbTypHbIe paztuuns (OK-6);
CIIOCOOHOCTBIO K CaMOOpraHH3aLuy 1 camoobpasosanmio (OK-7).

o0menpodeccHOHATLHBIMH KOMIETEHLHAMH:
FOTOBHOCTBIO TNPHMEHATE OCHOBBI MH(OPMAaTHKH M NPOrpaMMHPOBAHHS K MPOEKTHPOBAHHIO,

KOHCTPYHPOBAHHIO U TECTHPOBAHMIO IpOrpaMMHBIX npoaykToB (OIK-3);

COCOBHOCTBIO  OCYIIECTBNATh TOMCK, XpaHeHHe, 0OpaGOTKy M aHamu3 HMHGOPMALMH M3
Pa3sIMYHBIX HMCTOYHMKOB H 0a3 [aHHBIX, NpEICTaBIAT ee B TpebyemoM (opmate ¢
HCIIOJIb30BaHHEM HH(POPMALIMOHHBIX, KOMIIBIOTEPHBIX M CETEBBIX TEXHOJIOTHil (OIIK-4).
NMPOH3BOACTBEHHO-TEXHOJIOTHYECKAs AeATeIbHOCTh:

FOTOBHOCTBIO MPUMEHATh OCHOBHBIE METOAbI M HMHCTPYMEHTHI Pa3pafOTKH NPOrpaMMHOLO
obecrieuenus (ITK-1);

BIIAICHHEM HABBIKAMH HCIONb30BAHHA ONEPALHOHHBIX CHCTEM, CETEBBIX TEXHOJIOTHI, CPECTB
pa3pabOTK¥ NpPOrpaMMHOTO HHTepdeiica, MPUMEHEHHS N3BIKOB H METOIOB dopManbHEIX
cnenudukanuii, cucteM ynpasneHus 6azamu gauHeix (I1K-2);

BII[ICHAEM HABBIKAMH HCIIONIB30BAHHS PA3NHYHBIX TEXHONOTHH pPa3paGOTKH MpPOrpaMMHOrO
obecneuenus (ITK-3).

OpraHH3allHOHHO-YIIPABJIEHYECKas AeATEbHOCTh:

BNIaJICHUEM KIIACCHYECKHMH KOHUETIHMAMH H MOICIIMH MEHE/KMEHTA B  YIIpaBleHHH
npoektamu ([1K-6);

BJIaJICHHEM OCHOBAMH TDYNIOBOH JMHAMMKH, IICHXOJIOTHH H TPO(ECCHOHATBHOrO NOBEJCHHS,

crnen(HYHBIX [ IporpaMMHoit uHxeHepu ([1K-8);



BJIAJICHHEM METOJAMH KOHTPOJIs IPOEKTa H TOTOBHOCTBIO OCYILECTBIIATh KOHTpoIb Bepeuit (TTK-
9

CEPBHCHO-3KCILTYyaTallUOHHASA AEATENLHOCTD:

BIQJICHHEM OCHOBHBIMH ~KOHLCMUMAMH M MOJENSMH OBOJIOUMH H  CONpPOBOXKIEHHS
nporpamMmHoro obecneuenus (I1K-10);

Hay4YHO-HCCIEI0BaTeNbCKas NEATEIbHOCTD:

CMOCOOHOCTBIO K (hopManM3aumu B CBOeil IPeAMETHOH 06MacTH ¢ Yy4eTOM OrpaHMYEHHH
HCTIONIB3YEMBIX MeTOI0B HccenenoBanus (1TK-12);

TOTOBHOCTBIO K HCIIONIb30BaHHIO METONOB H HHCTPYMEHTIBHBIX CPEICTB HCCIIENOBAaHHUS
00BbeKTOB NpodeccHonanbHOl AesTensroctH (ITK-13);

TOTOBHOCTBIO 0DOCHOBATh MPHHMMAEMBIE MPOEKTHBIE PELIEHHUS, OCYIIECTBIATh MOCTAHOBKY H
BBIOTHEHUE SKCIIEPUMEHTOB 10 MPOBEPKE HX KOPPEKTHOCTH U 3 dpextrBHOCTH (TTK-14);
CNOCOGHOCTBIO  TOTOBMTb IPE3CHTALMM, OGOPMIATh HAYYHO-TEXHHUECKHE OTYETHI IIO
pe3y/bTaTaM BBITOJHEHHOH paboThl, MyGIMKOBATh pPe3y/bTaThl HCCIEAOBAHMI B BUAE CTATEH H
JIOKJIaZIoB HA HaYYHO-TeXHHYeCKHX KoHbepenmsx (ITK-15);

aHAJIMTHYECKAS IeATEIbLHOCTD:

CNOCOOHOCTBIO (POPMANM30BaTh TMPEIMETHYIO 06NACTH TIPOTPAMMHOTO IPOEKTa | pa3zpaborarb
crienuduKankH 11 KOMIOHEHTOB IPOrPAMMHOTO TIPOAYKTA (TIK-16);

NPOEKTHAs 1eATeIbHOCTh:

BJI[ICHUEM HABBIKAMH MOJEIHPOBAHMS, AHANM3a M HCIONB30BaHUS (OPMAIBHBIX METOIOB
KOHCTpYHpOBaHHs porpaMmMHoro obecneyenus (IK-19);

CNIOCOBHOCTBIO OLICHHBATh BPEMEHHYIO H EMKOCTHYIO CIOXHOCT IPOrPAMMHOLO 06eCIeYeH s
(IIK-20);

CIIOCOOHOCTBIO CO3/1aBaTh NporpaMmHsie HuTepdeiics (ITK-22);

niejaroruyeckast IesTeIbHOCTb:

BIIaJICHHEM HABBIKAMH IPOBENEHHS MPAKTHYECKHMX 3aHATHH C MONB30BATENIMH MPOrPAMMHBIX
cucteM (I1K-23);

CIIOCOOHOCTBIO  OOPMIEHHS METOJMYECKMX MAaTePHAOB M MOCOOHH 1o IPUMEHEHHIO
nporpamMMHbIx cucteM (I1K-24).

B pesyabTaTe 0cBOCHHS IHCUHIIMHBI CTYACHT AOJIKEH:

-3Hamb  TCOPETUYECKME  OCHOBBI ~ apXUTEKTYDHOH  OpraHusaudu  cereil  u
TENIEKOMMYHHKALHH; OCHOBHBIC CTAaHHAPThl MH()OPMALMOHHO-KOMMYHHKAIMOHHBIX CHCTEM M
TEXHOJIOTHH; NPMHIIKIIBI TOCTPOEHHS ceTei; 6a30BbIE TEXHONOTHH JIOKATBHBIX CETEH; NPUHLIUIIB]
OpraHH3alUK ¥ QYHKIMOHMPOBaHHS TTOOANBHBIX CETeH; 3HATH MPHHLHUIIEI GyHKIMOHHpOBaHHS

BBIYHCIIUTENIbHBIX CETEH H KOMIIJIEKCOB; OCHOBHEBIC pELIEHUS I10 [TIOCTPOECHHIO (bHSH‘{CCKOFO,



KaHaJIbHOTO, CETEBOr0, TPAHCNOPTHOTO YPOBHEH,  METOABI M  CIOCOOBI IpOrpamMMHOMH
PEATH3ALHHI CETEBOTO B3aHMO/IEHCTBHUS B BEIYHCIIUTENBHBIX CETAX,

- yMems ucnonb3oBath ceTH U TK B nporpaMMHO# MHXKEHEPHH [UIS PELIEHHS CTOAIINX
3a/1at; HACTpaMBATh KOHKPETHBIC KOHQHIYpAlMH CHCTEM TeleKOMMYyHHKAUMii; paGoTaTh c
COBPEMEHHBIMH CHCTEMaMH TeleKOMMYHHKAIIHIT; Ha OCHOBE MOJydeHHBIX 3HAHMI paspaGoTaTh
MPOTOKON  NPHKNAHOTO  yPOBHS ~ B3aWMOACHCTBHS,  ANTOPUTM  (DYHKUHOHHDOBAHHS
TPOrPaMMHOTI0 CpeNICTBA H PeaNn30BaTh €I ISl BBITOIHEHHS YKa3aHHON PUKIAHOM 3a1auK;

-671a0emb HaBHIKAMH KOH(MIYDHDOBAHHS JOKAIBHBIX CeETel, peaH3alii  CeTeBhIX

ITPOTOKOJIOB C ITIOMOUIBIO IIPOrpaMMHBIX CPEACTB.



4. CrpykTypa it conepskaie aAncuunnnb (Moay.s)« CeTi i TCACKOMMY HHKAIHIN

O6uias TpynoeMKOCTb AMCUMIIHHBI COCTABIACT 5 3aucTHbIe eanuusl -180 waca, B
TOM UHCJIE IEKLHOHHBIX 34 uaca, naGopatophbix -34 uaca, npakrTuuecknx-17, CPC 59 uaca,
opma otuetnocT —aK3amen (1 3eT-36u).

4.1.Coacprranne AnCuHmIminbI

n/n

Haumenoanue paznena
JUCHHMIMHBI TI0 CEMecTpaM

Cemectp

Henens cemectpa

Bunael yuebnoii
paboThl, BKJIOUas
CaMOCTOSTEbHYIO

paboTy CTyIeHTOB H
TPYyAOEMKOCTE (B

yacax)

Jlex.

I3 | JIP

CpC

(mo

) ®opma

~

NIPOMEXKYTOUYHOM aTTeECTaLHUU
CEMECTpam)

dopMel Tekylero* KoHTpos
yCNeBaeMOoCTH (110 CPOKaM TEKYLIHX

arrectalui B ceMecTpe

Beenenue B cetn n
TEJICKOMMYHHKaAHH

McTopus KOMIBIOTEPHBIX CETE
["nobanbHble, ropoAcKkHe, TOKaNbHbIE
H nepcoHabHble ceTH. CeTeBble
cranaaptel. Tonosnorus cereii
DnieMeHTBI CeTH. XapaKTEePHUCTHKH
CETH

—

Bxonanas
KOHTPOJILHAs
pabora

o

MHoroypoBsHeBble Moenu. Moaenb
OSI YpoHu mozenn OS]
CTannapTHbIE CTEKH NPOTOKOJIOB

CoOOTBETCTBHE CTEKOB MPOTOKOJIOB
moaenu OSI

Pacnpenenenue npoToxosios no
JJIEMEHTAM CETH

Bepxuue yposHu mozenu OS]
Knnent-cepBepHas Mojenb U
OZHOPAHTOBbIC CETH

[TpoTokoa Telnet Cructema
OOMEHHBIX uMeH. [IpoTokon DHCP
[Tpotoxon HTTP

DNeKTpOHHAs noyra

TpancnopTHblii ypoBeHb MOIEH
OSI

[Toptol. [1IpoTokon UDP
[Ipotokon TCP

CpaBHeHHE U IPUMEHEHHE
TNPOTOKOJIOB

Kp Nel
ATTecTauus




Anpecauus B cetsix IP. Tunot IPv4-
anpecos. ®opmar [P-anpeca
Knaccopas agpecauus. Macka ceru
BecknaccoBas anpecauus
Pacnpenenenue anpeco. Oco6rie
[P-anpeca. Texuonorust NAT.
Anpeca IPv6

CerteBoit ypoBens moznemn OSI
IIpotokon IP. ®opmar nakera
Mapuipytuzanus. ITpotokon IPv6
ITpotokon ICMP

Kananshsiit yposens mogenu OSI
IloxypoBHH KaHANTBHOrO YpOBHS
MAC-anpeca. [Tporokon ARP

Pasniensiemas cpena, MmeTozs!
JocTymna

Hepaznensemas cpena
becnpoBoaHEle TeXHOMOTHM

10

®usuyeckuii yposens mozgenu OSI
XapaKTepUCTHKH JIMHHH CBA3H
Tumer kabeneit. Konnexrops
Monynsanus. MeToas! KoaupoBaHus

10

KonTponpHas
pabota Ne2
ATtTectanus

11

Texuonorus Ethernet. ®opmat
kanpaEthernet. [Tepenaua ganubIx
@usuyeckas cpena. TexHomorus
FastEthernet.

11

12

Texnonorns Gigabit Ethernet
Texunonorus 10G Ethernet
BecnpoBonusie cetn
PacnipocTpanenue
3JIEKTPOMArHUTHBIX BOJIH.

12

13

JIuneH3upoBaHHe YacTOT
TexHonorus MMpoOKOMoOIOCHOro
curyana. Ou3nyecKue ypoBHH
cranmapra 802.11

Texnonorus Bluetooth
besonmacHocTh 6ecIpOBOMHEIX ceTeit

13

14

Mapmipytu3auus

3ajiauy, permaemMele
MapLIpyTH3aTOpPOM

Tabnuua MapmpyTH3anuu
Cratuyeckas MapIIpyTH3aIus

14

15

BHIBI IPOTOKONIOB THHAMHYECKOH
MaplpyTu3anuu. JJucTaHIHOHHO-
BEKTOpHBIE ITPOTOKOJBL: RIPVI 1
RIPv2

ITpoTOKOIBI COCTOSIHUSA KaHAJIOB
cBs3u: OSPF

15

KpNe3
ATTtecranus

16

KommyTaropsr. [IpuHnune! paboTe
KOMMYTaTopa. AITOPUTM
TMOKPBIBAIOILETO JIepeBa

16




17 | Buptyanshsie cetu (VLAN) 17 2 1 4
Hepapxuueckast ceteBast Moaenb:
YPOBHH 10CTYNAa, pacrnpeaesieHus H
MarucTpaiu
WUtoro 34 [ 17 ]34 ] 59 DK3aMeH
(13er-36u4)
4.2 Copep:kanire jabopaTopubix 3ansaTHil
Ne jrekunn Kosiruecrno
3 paboucii uacon Pexomenpyemas
NPOrpaMMbi JIUTEPATYpPa 1
METOHUECKHE
Ne Hanmenonanne naboparopuoro paspaGotiu (Ne
n/n 3aUSITHS i ——
CIHCKa
JIUTEPATYPBbI)
L 2.4 Pa6ora ¢ npotokonom FTP. 4 12
2. 2-4 Pa6ora ¢ nporokonamu SMTP/POP3 | 4 1,2
AHanu3 KoH(UrypaLnHu CETH ¢ 4
3. 2-4 MOMOLIBIO CTAHAAPTHBIX YTHIIUT Iiz2
ipconfig, ping, tracert, netstat.
4 5 Pabora co cunpepomWireshark, 4 12
' 3aXBaT W aHaJli3 CeTeBOro Tpaduka ’
5 7 3HaKOMCTBO C NporpaMmupoBaHieM | 4 12
COKETOB;
6. g Hamucanue MpocToro KIWeHT- 4 12
CEpBEPHOI0 NPUJIOKEHHsI
3HAaKOMCTBO C ONEPalMOHHOM 4
7 8.9 cuctemoii Cisco 10S; kondurypauus ) o
MapLIpYTH3aTOPOB COTJIACHO MJIaHy
CETH.
Peanu3zanus nporoxona HTTP ¢ 4
MIOMOILBIO COKETOB; HaHCaHHe
8. 9-15 KJMEHTCKOTO U CEPBEPHOTO 1,2
NPHII0XKEHUH IS B3aUMOAEHCTBHUSA
no nporokony HTTP.
3HaKOMCTBO € 0COOEHHOCTAMH 2
9. 13-17 MCIOJIb30BAHUSI KOMMYTAaTOPOB; 3.6
KOH(UTrypalH1s KOMMYTaTOPOB
COTJIaCHO TIJIAHY CETH.
Hroro 34




4.3 Copepxanie npaKTHYCCKIX 3aHSITHIT

Ne stekun Kosinuectno
3 paboveii yacoB Pexomennyemas
NPoOrpaMmbl JIMTEpaTypa
METOAHYECKHE
Ne Hanmenosanne naéopatopnoro paspaGotii (Ne
n/n 3aHSITHS —
crnucka
NUTEpaTyphbl)
1 2-4 PaGota ¢ ajipecamu 2 1,2
2 2-4 Pabora ¢ npotokonamu SMTP/POP3 | 2 1,2
3 -4 AHann3 KoH(HUrypaunm ceTH ¢ 2 12
MOMOULIBIO CTAHAAPTHBIX YTHIIUT
4 7 3HAKOMCTBO C MporpaMMHpoBaHiemM | 2 12
COKETOB;
5 g HaMHCaHHe MPOCTOro KIHEHT- 2 12
CEPBEPHOrO NPHJIOKEHHS
6. 8.9 Kon¢urypauus mapuipytusatopos | 2 2.5
COIJIaCHO IJIAHY CETH.
Hanycanue xineHTcKoro u 2
7 9-15 cepBepHorvo MPHUIIOXKEHHH s 1.2
B3aMMOIEHCTBHS 1O NPOTOKOJY
HTTP.
3HAKOMCTBO ¢ 0COOEHHOCTSIMH 2
g 13-17 HCI0JIb30BaHHS! KOMMYTaTOPOB; 3.6
KOH(Urypauus KOMMYTaTOpPOB
COIJIACHO TJIaHY CETH.
9. [lonBeieHHe uTOroB 1
Htoro i

4.4 TemaTHKA 1151 CAMOCTOSAITEIbHOIT PaGoThI CTYAEHTA

Pexomennyemast | ®opmsl
NS TeMbl 17191 cAMOCTOATENBLHOr0 H3YYeCHHS Koi=so RUICDATYPa I i Sl
n/n 4yacos HUCTOYHHKH CPC
UH(pOopManuu
| [TpoTokosnel anekTpoHHo#H noutsl POP3, 6 1.7
SMTP
2 | CereBas 6e301acHOCTb 6 1-7 Pedepar
3 CHcTeMbl TEJIEKOMMYHHKALMHA. 6 1.7
KomMyTanus BUpTyabHBIX CeTel '
4 KauecTtBo 00cnyxuBaHus B 6 -~ 1.7
KOMMYTHPYEMBIX CETSIX
5 | [Ipeobpa3oBanue, KOAMPOBKa U nepejaua | 6 1-7
HH{OpMaIHH. ~
Kanane! nepeaaun n1aHHbIX. Pedepar
Metob! cxaTusi HH(pOpManuu
6 | Teneghonnas ceasv: 6 1-7
- Tesie)OHHBIE CETH OOILIETrO MOIb30BAHUS N

9




(PSTN),
- uu¢possie (ISDN).

Paouomeneghonnasn censv:

- CHCTEMBI COTOBOIT paaHoTenepoHHOIN
CBSA3H,

- CHCTEMbI TPAHKHHTOBOI1
paaoTeneOHHOM CBSA3H, CIyTHHKOBAS
panuoTenedoHHas CBA3b, NEHHKHHIOBBIE
CHCTEMbI CBSI3H.

1-7

Koxnwiomepnuie cucmensr onepamugnoii
Ccesi3U:

- KOMIbIOTEpHas Tese(onms,

- UnTepuer-tenedonus,

- KOMIbIOTEPHAst BUIEOCBSI3b

Cucmenmst nepedayu 00KyMeHmupoGaHHol
ungopmaruu:

- TenerpaHas cBs3b,

- ()aKCUMHJIbHAS CBS3b.

10

KauectBo 1 3¢hpekTHBHOCTD
(pyHKLIHOHHPOBAHHS HH(POPMALIHOHHBIX
CETEH.

[ToHsiTHE OHAZEHHOCTH, IOCTOBEPHOCTH,
6e3onacHOCTH 1 3P PEXTHBHOCTU
HH(OpPMaLIMOHHBIX CEeTeH.

1-7

Pedepar

BCEI'O
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5. Obpa3oBaTesbHBIE TEXHOJIOIHH

5.1. Ilpu BemonHeHHH 1ab0paTOPHBIX paboT UCIIOB3YETCH

1.
2.

3.

Onepannonnas cucteMa MicrosoftWindows XP unu HoBee
IIporpamma BupTyanusauuu Oracle VirtualBox

Onepaunonnas cucrema UbuntuLinux juist paGoThl B KaUeCTBE roCTEBOM

ONEepalHOHHON CHCTEMBI BUPTYalibHOM MamuHb! VirtualBox

4. I[Tporpamma a4 aHanu3a ceteBbIx nakeroB Wireshark qs Linux

5. Cpena pa3pabotku (Ha BeiGOp):

a. BorlandTurboDelphi 2006 nnu Hosee

b. Cpena pa3pabotku MicrosoftVisualStudio 2005 unu HoBee

6. ITporpamma-Tepmunan HyperTerminal unu ananoruynas

5.2. Ilpu dTeHHMM NeKIMH HCIONB3YIOTCS AKTHBHEIE (OPMEI, TO €CTh NPHBIEKAIOTCS

CTyJCHTBl B Ka4eCTBE SKCIEPTOB U1 OTBETOB Ha BONPOCHI MPH PacCMOTPEHHH IPHHIUIIOB
NIOCTPOEHHS CETEH M CHCTEM TEIeKOMMYHMKAIMH. DTO IO3BOJSET 0ojiee NEeTANBHO IIOHSTH
M3JaracMbii MarepHal. YIeNbHBIH BeC 3aHATHH, NMPOBOAMMBIX B HHTEPAKTHBHON (opme
coctasiseT 20% (10 gacoB) ayIMTOPHEBIX 3aHATHIA.

6 Onenoynble cpeacTBa Uil TEKYMero KOHTPOJs yCIeBAEMOCTH, MPOMEXYTOYHOI
aTTeCTAllMH [0 HTOTaM OCBOGHHS NHCLHHIUVIMHBI H y4eOHO-MeTOAMUYEcKoe obecmeueHHe

CaMOCTOSATENbHOIT paboThI CTYIEHTOB

6.1. IlepedeHb TeM KypCOBBIX POEKTOB
o JucuanInHe «OCHOBBI ceTeBBIX TEXHOJIOMHIT»

Ne
Tema xypcoBoit paboTb!
n/n
1 IIpoexkTHpOBaHHE JIOKANLHOH KOMIBIOTEPHOH CETH OpraHU3aluK, PacloNaralomeiics B
JIBYX 3IaHHSIX. \
2 | ITpoexTnpoBanue GecnpOBOAHOM JIOKANBHOH KoMnbloTepHOit cern Wlan (wi-fi).
3 | Mcnonp3oBaHue CUCTEM ayNMO- U BHIEOKOH(EPERICBA3H B KOMIBIOTEPHBIX CETHX.
4 DopMHpPOBaHHE H HCIIONE30BaHHE HH(POPMAIMOHHBIX CHCTEM B YIIPABIEHYECKON
JEATENbHOCTH [IPEPUSITHSL.
5 | Opranmsanus ¥ QYHKIMOHMPOBAHHE 3JIEKTPOHHOM MOYTH! HA NIPENPHATHH KaK
CpPEeICTBO ONTHMH3AINH JOKYMEHTO000POTA.
6 | Opranusanus QyHKIMOHHPOBAHHUS BUPTYAIBHBIX JIOKAIEHBIX KOMIILIOTEPHBIX CETEil.
7 JlnarHocTrHka ¥ MOHHTOPHHT JIOKANLHOH CeTH (IPOrpaMMHbIE CPEICTBA KOHTPOIIS).
8 | XapaxkTepHCTHKA H IIEPCIEKTUBBI HCIIONB30BAHHUSI CIIYTHUKOBBIX CETEH CBSA3H.
9 | Bo3MOXHOCTH HCIIONIb30BaHMS CHCTEM HCKIOYEHHS IOCTYTIA B 06Pa30BaTeIbHOM
npouecce (Firewall, MexxceTeBble SKpaHbl).
10 | AHanu3 npUKIagHbIX cepBHCOB ceTH VHTepHeT.
11 | Koncomuaamus HHHOPMaIHOHHBIX IOTOKOB NIPEANPUATHS (OpraHu3aius paboTsl
OT/AJIEHHBIX O(HCOB NPEANPHSATHS C IIaBHBIM MOCPEJCTBOM TexHoorun ADSL).
12 | AHanu3 OCHOBHBIX TEHACHIMH pa3BUTHS TEIEKOMMYHHKaIHi B Poccuu.
13 | ITocTpoeHue IOKaNbHOM KOMIIBIOTEPHOR CETH MacuTaba Maioro npenpHsTHS Ha
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OCHOBC CETEBOIi OnepalHOHHOIi cHeTeMsI Linux.

14

AHAIH3 U MepCHeKTHBBI Pa3BUTHA CHCTEM NpefocTaBneHus yciuyr [P-tenedonuu
Poccum.

15

Hpoemipoaamle H OpraHH3alus Kopnopamaﬂoﬁ KOMHBIOTepHOﬁ CCTH.

16

Moznenupopanue paboTsl T0KaNTbHOM BHUHCTHTENBHON COTH M IIpaKTHKa
HCIOJIB30BAHHS.

17

3awuTa HHGOpMauuu 1 Ge30nacHOCTH KOMIIBIOTEPHBIX ceTeit cemeiictBa Windows kak
CPEACTBO NOBBILIEHHS 3QYEKTHBHOCTH YIIPABIEHYECKOi AESTENBHOCTBIO.

18

AJIMHHHCTPHPOBaHHE KOMIIBIOTEPHEIX ceTeii cemeiictBa Windows.

19

Opraﬂmaum; YAQJIEHHOT0 10CTyna B KOMIBIOTEPHBIX CE€TAX, KAK KOMIIOHEHT CUCTEMBI
JHUCTAHLIHOHHOI O 06yqemm H KOHTPOJIS.

20

IIpoexTHpOBaHHE NOKANBHOIT KOMIBIOTEPHOI CETH OpraHu3aLHH, pacroaraloueics B
JBYX 3[1aHHSX.

6.2 KonTposbHbie BONpPocs! JUIs IPOBEICHIS TEKY LEro KOHTPOJISl H
MPOMEKYTOYHOI ATTECTALHH 10 HTOraM OCBOCHHS JHCLIHILIHHBI

Bxoanas koHTpoabLHas paboTa
. Yto Taxoe ceTn?

Cepaucel cetu UntepHer.

OcHosuele 6moku ITK. CeTeBoit afantep u ero Ha3HaueHHe.

O6o3pesarenu HTepHETa M MOHCKOBBIE CHCTEMBI

Knaccudukanus JIBC, 'BC. ITpumenenne JIBC, I'BC.

Tomonoruu noKaNbHBIX BEYHCINTENBHBIX CETEH H METOMBI yTIpaBlIEHUS B HHX.

Merons ynpasnenns o6merom: CSMA/CD (MHOKeCTBEHHBII JOCTYIl ¢ KOHTpOJeM

HecyInel U 00Hapy)XeHHEM KOJUIU3Hit), MapKepHbI METO,

8. Cpemel nmnepemaun unpopmanmn B JIBC. ITapametpbl  kabens  (BomHOBOE
CONPOTHBIICHHE, 3aTyXaHHE, POIYCKHAs CIIOCOOHOCTB, 0JI0CA IIPONYCKAHHMS).

9. Mertone! KOMMPOBaHHs HHGOPMALMH B JIOKATBHBIX BEIYHCIHTETbHBIX CETSX.

NV —

Konmponvnas paboma Nol. (1-a ammecmayun)
Knaccuduxauns JIBC, I'BC. [Ipumenenne JIBC, I'BC.
Tononoruun JIBC.
Kananb! nepenaun jaHHBIX.
MeTons! koaupoBanus HHGOpMaLK
CrpykTypa nakera.
KonTposns npaBuisHOCTH Nepenayn HHpOpMAIIHH.
Meronrt noctyna: CSMA/CD, MapkepHBIit MeTOL.
YpoBHH ceTeBoii apxuTekTyphl. Monens OSL.
9. Cetu Ethernet. CtpykTypa kanpa. Beicokockopoctarie JIBC. Cers FDDI. Radio

e e N

Ethernet, WiFi.

Konmponsnas paboma Ne2. (2-a ammecmayun)
1. Anmnapatheie cpezctsa JIBC: moBTOpHTENH, KOHLEHTPATOpHL, MapIIpyTH3aTOPHI,

TPaHCHBECPEI. CerteBble afarTepsbl.

ARP,

2. TpancnoprHsle u ceTeBble mpoTokoibl. [Ipotokon IP. IPv4 u IPv6, [TpoTokoss
RARP. IIpotokon ICMP. Tpaucnoptusie npotoxonst TCP 1 UDP.

Knaccudukanus nporokonos Mapuipytusamus. ITpotokon RIP.
Knaccugukanus npotokonos Mapipyrusanun. IIpotokon OSPF.

ITporokoin IP.3aronoBok IP nportokoina.

[Tpotoxonst ICMP, ARP,DHCP

s
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7. Crnyx6a RRAS-mapmipytusauus 1 ynanenssiii noctymn. [Iporokon NAT.

8. ITpotoxons! SLIP, PPP.
9. Anpecanus B cetax. Knaccot IP-anpecoB. MAC- anpec.
Konmpononan paboma Ne3. (3-n ammecmayun)

1. Anroputmbl Mapipytusauud RIP u OSPF

2. Cucrema nomennsix umMeH DNS. Cucrema umen NetBIOS. ITpoTokosib!
NetBIOS/SMB.

3. HMunamuyeckoe koHpurypuposaunue ysznos DHCP. [Tpotokonst SPX/IPX.

4. CeteBble OC DYHKIMH U XapaKTEPUCTHKU CeTeBLIX onepannoHHbIx cucteM (OC).

5. TexHonoruu rnobanbHBIX CETEN.

6. YCTpoHCTB JOCTYma K TEeppUTOPHAJIBHBIM CeTSM MO0 Tene(OHHOH JIMHHUM:

yctpoiictBa DTE, DCE. VYcrpoiictsa DSU/CSU.

7. TexHoNOruM rino0anbHBIX CETEH.
8. ADSL cets
9 [ndposas cets ¢ uHTerpanmeit ycuyr- ISDN.

10. Cets X.25.
11. ATM - cetu.
12. Homennas cuctema uMeH DNS: XxapakTepHCTHKH, KITFOUEBHIE IOHATHS,

NPOCTPAHCTBO HMEH JOMEHA, poi DNS cepBepoB, THIBI 3aMpOCOB IS pa3peleHrs UMEH,
daitnbl 6361 JaHHBIX (30HBI).

13. TexHuKa BUPTYanbHBIX KaHanoB. VPN-ceTH.
14. Cetb FrameRelay.

15. Cnoco6s1 noctyna B MHTEpHET.

16. HudopmanmonHas 6e30macHOCTb B CETAX.
17. becripoBonHEIe ceTH.

Bonpockl KOHTPOJIAA 0CTATOYHBIX 3HAHHIT
[IpuHIMNEI TaKeTHOM Nepeaayn TaHHEBIX.
[IpoToKkoMBI Mepenaun JaHHEBIX.
TeXHOIOrHH TOKAIBHBIX CETEH
TexHoMOruy ria00aJbHBIX CETEH.
YPOBHH CETEBOIT apXHUTEKTYPBL.
AnnaparHoe obecrieueHHe ceTel.
HomenHas cucteMa uMeH DNS: XapakTepHCTHKH, KITIOYEBBIE IOHATHS, MPOCTPAHCTBO

MMEH JoMeHa, pons DNS cepBepoB, THIBI 3ampocoB 1M paspelieHust UMeH, (aiinbl Gaspl
JIAaHHBIX (30HBI).

8. Texuuka BupTyansHeIx kananoB. VPN-ceTn.
9. Cets FrameRelay.

10.  Cnoco6s1 noctyna B MHTepHeT.

11.  HurdopmaunoHHas 6€30MacHOCTE B CETHX.
12.  BecrnpoBOJIHBIE CETH

N RN =
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6.3 Ix3amenayuoHnHble 60NPOCHI

1. Knaccudukauus JIBC, IBC. ITpumenenne JIBC, 'BC.

2. Tomnonoru JOKaIbHBIX BEMHCIATENBHBIX CETEH M METOMBI YIIPaBIECHHS B HHX.

3. Meromst ympasnenus obmeroM: CSMA/CD  (MHOXECTBEHHBIH HOCTYN C
KOHTPOJIEM HeCyIei i 0OHapy)XeHHeM KOJUTH3HIi), MapKepHBIH METOJI.

4. Cpempl mepenaun  uupopmaumu B JIBC. Ilapamerpet kabens (BomHOBOE
CONPOTHBIIEHHE, 3aTyXaHHE, IPOIYCKHAs CIOCOOHOCTB, MIOJI0CA IIPONYCKAHHUS).

5. MeToas! KoqHpoBaHHA HHGOPMaLHH B JIOKAIBHBIX BEMMCIHTENBHBIX CETAX.

6. [TakeTHas nepenaya AaHHBIX (CTPYKTypa MakeTa, HHKAICY/IALHUS aKeTa).

7. Crex npotokonos TCP/IP.

8. T[Ipotokonst TCP 1 UDP. 3aronosok TCP u UDP.

9 Knaccuduxanus npotoxosos Mapupytusauuy. [Tporokon RIP.

10. Knaccuduxanus npotokonos Mapupytusauuy. [Iporokon OSPF.

11. [Mporokon IP.3aronosok IP mporokona.

12. I[Tpotokonsr ICMP, ARP,DHCP

13. Cryx6a RRAS-mapipytusauus 1 ynanensiit goctyn. [Ipotokon NAT.
14. I[Mpotoxkons! SLIP, PPP.

15. Anpecanus B cersax. Knaccsr IP-agpecos. MAC- anpec.

16. VposuH ceTeBoit apxuTekTypsl. Mogens OSI.

17. Cereas onepammonHas cucrema (ompemenenne COC; crpykrypa COC;
B3auMocBs3b Mexay komnoneHTamu COC).

18. Ceresas onepanuonnas cucrema WindowsServer 2003.

19. Kondurypauust cetd Ethernet (TeXHHYecKHe XapaKTepUCTHKH, CTPYKTypa
[1aKeTa, TOIOJIOTHs, METOX JIOCTYTIa, CPEBI IIepefiayy, annaparypa).

20. Kon¢urypamus cern Token-Ring (TeXxHudyeckue XapaKTepHCTHKH, CTPYKTypa
IaKeTa, TOMOJIOTHs, METO IOCTYIIa, ITMHA Kaipa, CPe/IBI Nepe/iau, annaparypa).

21. Konguryparus cetn FDDI (TexHuYeckre XapakTepUCTHKH, CTPYKTypa MAKeTa,
KOH(HTypauus CeTH, METON IOCTYTIa, aNNapaTypa).

22. CeepxckopoctHele ceTH -GigabitEthernet (TexHH4YecKHe XapaKTEPHCTHKH,

CTPYKTYpa CETH, METOZ OCTYIa, JUTHHA KaJpa, CPe/bl [epelayH).

23. Arnmnapatypa 10BASE 5, 10BASE 2, 100BASE -T4.

24. Ammaparypa 10BASE -T, 10BASE -FL, 100BASE -FX.

25. Annaparypa JIBC (amanrephl, pENUTEPH], TPAHCHBEPHI, KOHLEHTPATOPEI
MapIIpyTH3aTOPHI, MOCTE, IIUTHO3bI).

26. Mero 161 KOMMYTaLUH.

27. KoHueHTpaToph! U X KinaccHbuKalus.

28. KoMMyTaTOph! M HX KIacCH(HKaIKA.

29. CereBble aaanTepsl H UX QYHKLHUH.

30. MapmpyTi3atopsl H HX QYHKIHH, CTPYKTypa MapuipyTH3aTopa M METOJbI
MapIIpyTH3alHH.

31. YCTpolCTB  J0CTyma K TEPPHUTOPHATLHBIM CETAM 110 Tele(OHHON JHHHUM:
yerpoiicrsa DTE, DCE. Verpotictea DSU/CSU.

32. TexHomnoruu riobanpHbIX CETEH.

33. ADSL cetb

34. I{ucposast cets ¢ uHTerpanuei yciyr- ISDN.

35 Cets X.25.

36. ATM - cetn.

37. Jlomennas cucrema uMeH DNS: XapaKTepHCTHKH, KITIOYEBBIE IOHATHS,
TIPOCTPAHCTBO UMEH ToMeHa, pou DNS cepBepoB, THIIBI 3aIPOCOB ISl pa3peleH s HMEH,
(paiinbl Gasbl JaHHBIX (30HBEI).
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38.
39.
40.
41.
42.

N LA WD

TexHuKa BUpPTyalIbHbIX KaHaoB. VPN-ceTH.
Cetb FrameRelay.

Cnoco6s1 octyna B MHTEpHET.
NudopmannonHas 6e30nacHOCTb B CETAX.
BecnpoBoaHbIe CETH.

Bonpockl KOHTPOJISl 0CTATOYHBIX 3HAHMI
Knaccudukauus cereit.
TpHHUMIIBI MTAKETHOMN NEpefayn AaHHBIX.
[TpoTokoJbl Mepeaaut JaHHBIX.
TexHONoruu IOKaIbHbIX CETEH
TexHonoruu rinobanbHbIX ceTel.
YPOBHH CETEBOH apXHTEKTYPBI.
AnmnapatHoe 06ecreyeHUe CeTeu. -



7 Yuebno-meroanyeckoe i undopMalmonoe obecnedeHne JHCLHILTHHBI Moy .J1s1)
OcHOBBI ceTeBBIX TEXHOJIOTHIi:

3aB. 6ub1HOTEKOI :
U
Ne BHIlblu Heobxonnmas yyeOuas, AsTOp H3natenncTBo KonuuecTBo u3naHuii
n 3aHATHIE | yueOHO-MeTomIyeckas M roJ u3gaHus
(ocHOBHas 1 JOMONHHTENbHAA) B 6m6-ke Ha
JIHTEpaTypa, MporpaMMHoe kadenpe
obecneyenne u UHtepHeT
pecypchl
OcHoBHas JiuTeparypa
1. Jlex, I13 | KommbioTepHble ceTH. Onudep B.T'. | CII6.: [Tutep, 3 5
TTpHHLMITBI, TEXHONOTHH, Onmudep H.A.. | 2010.-944 c.:
MpOTOKONbL: YueOHHK Ans ui.
BY30B
2 Jlex, I13, | KomnbtoTepHbie ceTn. 9. Tanenbaym | CII6.: [Turep,
JIP 2003.-992 c.:
I
3. I13, JIP | KomnbioTepHsie ceTH. YueOHBblii "Pycckas - 7
Kypc.- MicrosoftPress, penakuus",
2009.- 576¢
4, Jlex, I13, | Ceresble onepaunoHHsie B.I.Onudep, | CIIG.: - 7
JIP CHCTEMBI H.A.Onudep "[Murep",
2001. - 544c..
WL
5. Jlek, I13, | TenekOMMYHHKaLMOHHbIE H Hx. Yonpaua.. | M.: Iocr - 1
JIP KOMIBIOTEPHBIE CETH. BBOAHBIIH Mapkert, 2001
Kypc — 80c.
6. Jlex, I13, | Bel4HUCIHUTENBHEIE CHCTEMBI, Bpoiino B.JI. - CII6.: ITurep, 1 1
JIP CETH U TeNIeKOMMYHUKALINH: 2009.-703 ¢
Y4ebHuK ms By30B.
7. Jlek, 13, | TeopeTHyeckie OCHOBHI Bumnesckuit | M.: 1
JIP NPOEKTUPOBaHUA B.M. TexHocdepa,
KOMIIBIOTEPHBIX CeTeil 2013. 512 c.
8. ApXuTeKTypa U OpraHu3aLu Tensbyx, C. C. | Caparos :
cereit OBM u Caparosckuii
TeJIEKOMMYHHKaLHI : yueGHoe TOCyAapCTREHH
noco6ue / C. C. 'ensbyx. —. — bt
TEXHHYECKHIA
193 c. —ISBN 978-5-7433- yHHBEpCHTET
2966-3. — Tekcr : uMenn I0.A.
3NIEKTPOHHBIH // DNeKTpOHHO- larapuua,
6ubnuoreyHas cucteMa IPR OBC ACB,
BOOKS : [caiit]. — URL: 2015
http://www.iprbookshop.ru/764
77.html (nata obparenus:;
05.03.2020). — Pexum
JOCTYyMna: 1A aBTOPU3HP.
[Tonn3oBareneii
9. TenexoMmmynnkaumonusie cetn | Bepnun, A. H. | Mockea,
U YCTpOJiCTBa : yuebHOE Caparos :
noco6ue / A. H. Bepnnn. — 3-¢ Wnrepner-
131, —— ISBN 978-5-4497- E:;?"J;‘Jﬁ;
0359-0. — Texor : =
MIEKTPOHHBIH // SneKTpOHHO- TexHoMOr M
6ubnuoTeuHas cucrtema IPR (MHTYHT),
AitTIu Ap
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BOOKS : [caiit]. — URL: Menwa, 2020.
http://www.iprbookshop.ru/894 3%5c.
77.html (nata obpamenus:
05.03.2020). — Pexum
HOCTynNa: AN aBTOPH3HP.
ITons3oBateneii

10. BrlyncnnTensHele cHCTeMB, Yexmapes, }0. | Capartos :
CETH H TeNeKOMMYHHKALHH / B. [Tpogobpasosa
10. B. Yekmapes. — 2-¢ 31, — Hue, 2019. —
— ISBN 978-5-4488-0071-9. 184c.
— TexkcT : anekTpoHHkIii //
ONeKTPOHHO-OHONMHOTEYHas
cucrema IPR BOOKS : [caiit].
— URL:
http://www.iprbookshop.ru/879
89.html (nata o6pamenns:
05.03.2020). — Pexum
[OCTYna: [/ aBTOPH3HP.
I[Tone3oBateneii

11. HHboxoMMyHHKaLMOHHbIE Anvbexosa, 3. | Cmasponons :
CHCTEMBI H CETH : yuebHoe M Cesepo-
nocobue (kypc nexuwmii) / 3. M. Kasxazckuit
Annb6exkosa. 165c. — @edepanvhblii
ISBN 2227-8397. — Texcr : YHUgepcumem,
3NEKTPOHHBIIL // DNEKTPOHHO- 2018.
6GubmHoTeuHas cucrema IPR
BOOKS : [caiit]. — URL:
http://www.iprbookshop.ru/925
48.html (mata obparenus:
05.03.2020). — Peskum
LOCTyna: 711 aBTOPH3UP.
nons3oBateeii

12. Boruucnutensusie cuctemsl, cetn| Byupik, C. B. YemabuHCK :
1 TENEKOMMYHHUKaUUH : Y4eGHoe Yenabuuckuit
noco6ue no JUCUHUILIMHE roCyqapCTBEHH
«BBIYACTUTENLHEIE CHCTEMBI, CET bl MHHCTUTYT
H TeJIEKOMMYHHKALIHKM» 1 KYJBTYPBI,
CTYJEHTOB, 00YJaIOIHUXCA [0 2016.— 116
Hanpasyenuto 09.03.03 c.

IlpuxnanHas uH(opMaTHka
(ypoBeHs bakanaspuata) / C. B.
Bymsik, A. C. Kpecthukos, A. A.
Py3akos ; nox penakiwueii C. B.
Byngpik. ISBN 978-5-94839-
537-1. — TekcT : 3neKTPOHHBII /
ONEKTPOHHO-OHOIHOTEYHAs
cuctema IPR BOOKS : [caiir]. —
URL:
http://www.iprbookshop.ru/56399
html (rara o6paiuennus:
05.03.2020). — Pexnm noctyna:

11 asropusup. Ilons3oBarteneit
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8 Marepuanabuo-texnuueckoe obecnmevenue  aucuumannnl  «OcHOBBI  CETEBBIX
TCXHOJIOTHIT»

Jns  npoBenenns nabopatopHbIXx paboT HCMONb3yeTCs CheAylollee anmapaTtHoe H
1porpamMmHoe obecneyeHue:

- CButy- D-link 1008,

-.Mapuipytusaropsl: D-LinkDI-808HV, D-LinkDI-704P,

- becnpoBonnas Touka nocryna- LynkSysAP - WAPS54G ,

- becnposoansie ananteps 3Com Office Connect Wireless 54Mbps

-ITepconanbhbie 9BM.

-CereBast onepaunonHas cucrema Windows 2003 Server.

PerieH3eHT oT BeIycKarolieit kadenpsl no HanpasiaeHuto 09.03.04 — «IIporpamMmmuas

HWHIKCHCPU S )
*jﬁ/wé Aijirymor T.T.
=

ITonnucs, DdUO

JlononHeHus U U3MeHeHus B paboueii mporpamme
Ha20_/  yueOHBId rojg

B pabouyio mporpaMMy BHOCATCS clieayIOUIME H3MEHEHHS

Pabouas nporpamma nepecmMoTpena n on006peHa Ha 3aceanuu kadeaps

20

3aBenyrowmii kadespoi

BHeceHHble U3MEHEHUS YTBEPKIAI0
[TpopexTop no yuebHoit pabote (nexaH)




[TPUJIOXXEHME 1

Bank 3anauuit k nabopartopHsM paboTaM (MpHMEPHBIH)

JlaGopaTopnas padora 1. IlIporokosn FTP

1. 3anmycruTe KmeHT ftp.exe.

BrumounTe 0T/IANOYHEII PEXHM.

IMomxmounTecs k ftp-cepsepy 109.123.146.125 (ums 1 mapoins: student).
Oto6pa3uTe MUCTHHT KaTaiora.

Co3pnaiiTe cBoi Katasor, caenaifTe ero TEKyIuM.

3arpy3uTe kakoii-nmu6o daiin Ha cepsep.

Ckauaiite kakoit-mb6o ¢aiin Ha CBOii KOMIBIOTED.

VY namute cBoit ¢aiin.
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Vnanute cBoif KaTaior.

—
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X 3aepmute paboTy c ftp-ceprepom.

JlaGopaTopHasi pa6ora 2. KoManab! TecTHPOBaHHS CETH

Hcnons3oBaTh KOMaHABI CETEBOM JUarHOCTHKH nslookup, ping, tracert ns nomyueHus
HH(OpPMaLHH O JBYX JOMEHaX, POBEPKU HX paboTOCIOCOGHOCTH, OTCIIEKHUBAHHS ITyTH.
JloMEHBI MOXHO BBIOpaTh IIPOU3BONBHEIE, HO HE PEKOMEH/TYETCS. HCIIONIB30BaTh
ob1Ien3BeCTHEIE TOMEHEI (TakHe, Kak google.com wiH yandex.ru), a TaKxKe JOMEHBI TOMCKOM
CETH.

Hcnons3oBate koMaHAy ipconfig muis BesicHeHus [P-afpeca koMmbroTepa, MacKu CeTH
H IIUTI03a 110 YMOJT9aHHUIO, a TAKXKE JONOMHATENbHBIX TapaMeTpoB. OToOpasuTts ko DNS.

Hcnonp3oBaTh KOMaHIy netstat 1y 0ToOpaXKeHUst CTATHCTHKH IPOTOKOJIOB H
OTKDHITBIX COEAHHEHHH/MOpTOB. [IpHBECTH CIIHCOK MPOLIECCOB, NPOCITYIIHBAIOMIMX IIOPTHL

,HJISI KaXJIOH U3 KOMaH[ CJIEAYET NOCTapaThbCsl MAKCHMAIPHO HUCIIOJIb30BaTh JOCTYIIHEIE

OIIIHH.

JlabopaTopHas paGora 3. [IpocToe KiIHeHT-cepBepHOE NMPHIIOKEHHE

PaspaboTath ABE MPOrpaMMBl, HCIIOJB3YIONINE COKETHI IS IIEPENAYH JaHHBIX.
KinenTckast mporpaMma JI0JDKHA COEIMHATECS C CEPBEPOM H TEpeIaBaTh Ha HEro JaHHEIE,
HaleJaTaHHbIe Mob3oBaTeneM. CepBepHast IporpaMMa JOJDKHA OXKHIATh COCANHEHHS C
KJIHEHTCKOH IPOrpaMMOi, II0Jly4aTh OT HEeE IaHHBIE M BO3BPAIIATh HX B MOJIUGUIMPOBAHHOM

Bujie (HanpUMep, JeNaTh Bce OYKBBI IEPEIaHHOTO TEKCTA 3aTIABHBIMH).



[Ipu HanMcaHUM NpOrpaMM AOMYCTHMO HCIIOJIE30BaTh TOJIBKO KIACcChl X IPOLCAYPbI
paboTHI C COKETaMH, KOTOPEIE BCTPOEHbI B OCHOBHYIO GHOMTHOTEKY KJ1acCOB BEIOPaHHOIO
SI3BIKA.

B oTuere npuBeanTe HCXOIHBIE TEKCTHI 000HX NMPOrpamMM, a TakKe CHUMKH OKOH

Iporpamm B nporecce paboTsl.

Jla6opaTopnas padora 4. Cii0’kH0€ KJIHEHT-CePBepHOE NPHJIOKEHHE

IIpn BEIMONHEHHH 3TOTO 3aJaHUS MOXKHO paboTaTh B Iape: OJHH YEJIOBEK MOXKET B3ATh
Ha ce0s HalHCaHUe CePBEPHOI YacTH, ApYToi — KiueHTcKoil. [Ips onpHOYHO# paboTe
IOIYCTHMO MCIIOJIb30BaTh CTOPOHHUE CEpBEPHI HIIH KIHEHTHI, He TPeOyIOUe YCTAHOBKH HIIH
HaXOJIAIIHECS B CETH.

HepomycTHMO HCIIONB30BaHHE BBICOKOYPOBHEBBIX IIPOTOKOJIOB HIIH KJIaCCOB,
PEATH3YIOIMX YKa3aHHYIO (YHKIIHOHATBHOCTB: B KAUECTBE HHCTPYMEHTA JIOJDKHAEI
HCIIONIB30BaTHCA TOJIBKO KJIACCHI M TIPOLEYPHI 4715t paboThl C COKETaMH, KOTOPBIC BCTPOEHBI B
OCHOBHYI0 6HOTHOTEKY KJ1acCOB BEIOPAaHHOTO S3BIKA.

B okHe mporpamMm J0J/DKHa OBITE PEIyCMOTPEHa BO3MOXXHOCTh IPOCMOTPA JIOTOB:
TIOJIHBIX TEKCTOB 3alPOCOB H OTBETOB HA HHUX.

3anaHue Ha cepBePHYI0 YacTh

Paspa6oTarh npuiIoKeH#e, KOTopoe HMHTHpYeT npoctoit Web-cepsep. [Ipunoxenne
JIOJDKHO TIPOCITyIIMBaTh Kakoi-m6o mopt (Hanpumep, 8080 unu apyroi cBo60aHbIH) K
OXHJIATh COeqUHEHN 0T KiHeHTa (Opaysepa). [Ipu noctynnesnn HTTP-3anpoca (MoxHO
orpaHuanThCs THIIOM coobmenus GET) cepsep N0/DKEH €ro MpoaHaIM3HPOBATh U IPOBEPHTH
HanMyHe 3anparmuBaemoro ¢aiina. Ecim ¢alin Haiinen, cepsep JOJDKEH NEpENaTh ero B
OTBETHOM 3arnpoce Opaysepy. Ecnu daiin He HalinieH, cepBep JI0JDKEH BEPHYTh oHOKy 404.

3aganue HA KJIHEHTCKYIO 4acTh

Pa3spa6oTath pHIOXKEHHE, KOTOPOE HMUTHPYET pocToit Web-6paysep. [Ipunoxenne
JOJDKHO OTIPABIIATH 3aIIPOC Ha CEPBEP JUIA IOJIyYEH s YKa3aHHOH I10JIb30BATENEM CTPAHUIIbL.

HpH MOJIY4YCHHH OTBETA CTpaHHId A0KHA OBITE ITOKa3aHa MOJIE30BATENIO.

Jla6opaTopHas pa6oTa 5. AHAJIH3 NAKETOB JIOKAJbHOH CeTH
BrImonHuTE 3aXBaT Tpaduka, IPOU3BECTH €r0 aHaJHM3.
ITocJ1eq0BaTeJbHOCTHBBINOIHEHHAPAOOTHI

1) 3anyctute nporpammy VirtualBox.

2) BrIGEpHTE U 3aIyCTHTE BUPTYabHYI0 MamuHy Ubuntu.

3) OTkpo¥iTe TepMUHAT ABOMHBIM LIEITYKOM IO APJIBIKY Ha paboyeM crore.



4) Beenute xomanny sudowireshark.

5) Koraa TepMHHAN 3alpOCHT NapoJib, BBEAUTE ips.

6) B cexuun Capture B oxne nporpammel Wireshark sriGepute unrepoeiic eth0.

7 3anyctute 6paysep FireFox u oTkpoiite xakoii-nmu6o caiit, 3akpoiite 6paysep.
8) C noMommpio GHUIBTPa Ha NIaHENH HHCTPYMEHTOB OTQUIBTPYHTE 3aXBaYeHHBIH

TpadHK, OCTaBUB TOJBKO NakeTsl npotokosia TCP.
9 Ckonupyiite B 0T4ET CTPOKH aHANN3aTOpa Tpaduka, OTHOCAIIHECH K
CNIEAYIOLIHM COOBITHSAM (eC)IH 3a BpeMs 3axBara Tpauka ObUIO YCTaHOBJIEHO HECKOJIBKO

TCP-coenunennii, ynanure U3 0T4ETa JIMIIHHE CTPOKH):

a) ycraHoBka TCP-coemnnenus;

b) nepenaya JaHHBIX;

c) 3aBepmenue TCP-coenuneHus.

10) 3akpoiite Wireshark (Ha Bonpoc nporpaMmbl 0 COXpaHEHHH pe3yJIbTaToB

OTBETHTE OTPHLATENBHO) U APYTHE OTKPHITHIE B BUPTYAIbHOM MallIHHE OKHA.

11) | 3aBepmuTe paboTy BUPTYaIbHOH MalIMHEL: BEIOEpHTE B MEHIO Mawiuna ITyHKT
3axpeime..., 0TMETBbTE MyHKT Coxpanums cocmoanue Mawunsl 0 HaxMuTe kHonky OK.

12) JlosxauTech COXpaHEeHUs COCTOSHUSA BUPTYaIbHO#H MalIHHEL.

13) 3akpoiite nporpammy VirtualBox.

JlabopaTopnas pa6ora 6. Pazbuenne na nogceru

Hcnone3ys cxemy ceTH, NIpHBEICHHYIO Ha CIEAYIOIEM PHCYHKE, a TakoKe HHOpMaIHIo
0 KOJIHYECTBE KOMIBIOTEPOB B OT/ENAaX MPEANpPHUATHS, pa3beliTe ceTh Ha COOTBETCTBYIOLIEE
KOJIMYECTBO MozceTeil. Pasbuenue J0MmKHO OBITH ONTHMAIBHBIM, TO €CTh HE ClIElyeT

HCIT0JIB30BAaTh IJ1A OTAC)NA MOACETH, €CJIM JOCTATOYHO 6}’}.ICT [I0JIOBMHBI TTOACETH. B oTyere

TpUBEIUTE:
1 CX€MY CETH C IOAMHCAHHBIMH MOACETSIMH
2. napaMeTphl KaXI0i NOACETH:
a. anpec ceTd (B ABOMYHOM M JIECATHYHOM BH/IE);
b. npedHxc;
(3 Macka (B JIBOMYHOM H JIECATHYHOM BHJIE);
d. IIHPOKOBELIATENBHEIH azipec
e. aJipec 1II03a;
f; MaKCHMAIBHOE KOJHYECTBO XOCTOB;

g. KOJINT4YECTBO HEUCIIOIB3YEMBIX aIPECOB XOCTOB.



Pucynok 1. Cxema cetd npenpHATHS

MapuwpyTusatop B

Mapwpytusatop

Ta6mmua 1. BapuadTs! 3a1aHUHA

UHTEepHeT

Ne Hcxonnas cetb KonHuecTBO KOMIIBIOTEPOB B OTAENIAX
A b B
I 34.178.0.0 /16 3750 6793 1702
2 118.7.50.0 /24 7 9 27
3 39.221.98.0 /24 8 5 18
4 88.27.252.0 /23 30 9 46
5 81.104.216.0 /21 48 120 249
6 7.50.128.0 /19 267 176 678
7 89.151.32.0/19 311 246 806
8 126.61.74.0 /23 8 61 17
9 36.121.96.0 /19 311 696 226
10 28.54.64.0 /19 957 153 274
11 67.253.0.0/16 3656 1165 5086
12 77.75.0.0 /18 338 830 1403
13 5.63.168.0 /21 119 61 226
14 85.123.72.0 /21 189 51 72
15 72.241.3.0/25 12 7 3
16 87.228.68.0 /22 26 45 71
17 46.41.64.0/18 384 1535 675
18 57.214.86.0 /23 63 9 21
19 74.30.128.0 /19 346 179 732
20 88.61.128.0 /20 366 77 130
21 10.58.180.0 /22 30 92 43
22 112.56.76.0 /22 23 114 60




2.78.160.0/19 214 443 525

23
24 30.182.64.0 /18 624 1700 358
25 75.39.128.0/19 625 219 372

JlaGopaTopuas paGora 7. CTaTH4ecKas MapmpyTH3auus

CoeMHATb H HACTPOHTH MapIIPYTH3ATOPE! /i paGOTHI B CETH CO CIIEAYIOMEH

TOIOJIOTHEH:
RB RtC
@ 192.168.2.1 192.168.2.2 @9
192.168.1.2 192.168.3.1
192.168.1.1 192.168.3.2
9 9
RHA : RID

[TomaroBas HHCTpYKIHS:

1.
2.

CoeMHUTE COOTBETCTBYIOLIME IOPTE MapIIPYTH3aTOPOB CIOSSOVer-kabesMH.

3amycTHTe TePMUHATBHYIO Iporpammy, Hanpumep, HyperTerminal u oTkpoiite

TEPMHHAIBHYIO CECCHIO C HYXXHBIMH NTapaMeTPaMH.

3.

4.

a)
b)
c)
i

ii.
iii.
iv.
d)

TToaxmounTe KOHCONBHEIH Kabenb K IEpBOMY MapImpyTH3aTopy.
[Tonp3ysch TEPMUHATIOM:

BOHHTE B PEXUM [7100aIbHOH KOHDUTYpallUH,

H3MEHHTE MM MapIIpyTH3aTopa Ha RtA;

HacTpoiiTe HHTepdeic, K KOTOPOMY NOAKIIIOYEH COCCAHHH MapIIpyTH3aTop:
BOM/MTE B PEXXHUM KOH(QUIypHpOBaHHS UHTEpbeiica;
3ajaiite IP-anpec U1t JaHHOTO HHTepdekca;
akTuBHpYyiiTe HHTepeiic;
BBIH/UTE U3 peXUMa KOHQHUIypHpoBaHHs HHTep(eiica;

€CJIIM y MapuIpyTH3aTropa HCIOJb3YIOTCA IPYTHE HHTCP(I)CI"‘ICI:J, TO INOBTOPHTE INar

C IJIA KQXX0ro U3 HHX,

e)

IPOMHUIIMTE CTATHYECKUE ITYTH JJIL KaXXIOH CETH, KOTOpas HE SABJAETCSA COCeHelH

JUIA JaHHOT'O MaplIpyTH3aTopa,

)

BBIiIIMTE U3 PEXHMa I1006aMbHOi KOHGUrypauy;




5 [ToBTOpHTE MYHKTHI 3-4 118 KaXA0r0 MapLIpyTH3aTopa.

6. BLINONHATE NPOBEPKY CBA3H MEXITY MapupyTh3aropamu RtA n RtD B oboux
HalpaBJIeHHSX C MOMOIIBIO KOMaH ping H traceroute.

7. B oTuere oTpasuTe creayonIylo HHGOpManuio o KaxaoMy MapIpyTH3aTopy:

a)  KOMaH/Ibl, HeOOXOMHMBIE IS KOHQHIYPALMH, C TTOSCHEHHSAMHU CYTH KaXIOH

KOMaHIBI;
b) Tabnuuy MapmpyTH3aLuy;

C) pe3y’bTaThl BEIIONHEHHSA KOMaH] ping H traceroute.

JlaGopaTopnas paGora 8. {lnHamMHyecKkasi MApmpPyTH3alHA

CoeIMHHTL M HACTPOMTH MapIIPYTH3ATOPHI 11 PaGOThI B CETH €O CIEAYIOLEH

TOIIOJIOTHEH:
RB RIC
@};} 192.168.2.1 192.168.2.2 JC"{%%
192.168.1.2 192.168.3.1
192.168.1.1 192.168.3.2
9 @
RtA RID

ABTOp NporpamMmmsli,

KTH, goueHT kadeapnr BT HN.A. Maromenosn



